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PEINNIYBJIUKA BBJITIAPHUA
MUHUCTDBP HA EJEKTPOHHOTO YIIPABJEHMUWE

MuHncTepcTBO Ha
€NeKTPOHHOTO ynpaBJieHne

per. N2 MEY-10361/17.07.2025 1.
3AITOBE [

N veviiiiiiiiiiiinnnne feeeeennnnnes 202... 1.

Ha ocHoBanue ui. 25, ain. 4 oT 3aKoHa 3a aJIMUHUCTPAIIMATA, BBB BPb3Ka C WI. 5, T. 8 U
1. 10 oT YCcTpoHCTBEHUsI MPaBHIIHUK Ha MUHHCTEPCTBOTO Ha €JIEKTPOHHOTO YIpaBIICHHE,
Cnopasymenue 3a ¢unancupane Ne 101128086 — NCC-BG — DIGITAL-ECCC-2022-
CYBER-03 na npoexkr ,,Hanmonanen koopauHanuoneH neHTbp — bearapus NCC-BG®, BbB
BpBb3Ka cbe 3anosea Ne MEVY-8161/06.06.2025 r. 3a yrBbpkIaBaHe Ha MakeT JOKYMEHTH 3a
MIPOBEXKIAHE Ha MPOLIEypa 3a IPe0CcTaBsIHE Ha Oe3Bb3Me31Ha (hmHaHCOBa oMo ,,[lonkpena
3a moMoOpsiBaHe Ha KHOCPCHTYpHOCTTa B MAJKHTE W CPEIAHHM Tpeanpustus B PemyOnmka

MUHICTEPCTBO Ha eneKTPOHHOTO yNpasneite

Bbeirapus® u onoOpen goknan ¢ per. No . resvoaes .

HAPEXKJIAM:

|. M3mensm 1. 8 oT YcnoBusTa 3a KaHIUIATCTBAHE 32 MPEJOCTABSIHE Ha 0€3BB3ME3THI
CpenCTBa, KaKkToO Cle/iBa:

MUHMMaTHUAT U MaKCHUMAJIHHUAT pa3Mep Ha O0e3BBb3ME3THOTO (PMHAHCHpAHE IO BCIKO
VHIMBUYaJIHO IPOEKTHO MPEUIOKEHUE 0 MPoLeypaTa € KakTo Cle/Ba:

MaxkcumaJsieH pazmep Ha
0e3Bb3Me31HOTO (PpMHAHCHPaHe 3a
npeAnpusiTHe

10 60 000 nieBa 32 MUKpPO U MAJIKO
npeanpusTie

MunuMaJjieH pasMep Ha 0e3Bb3Me3JHOTO
(puHancupaHe 3a npeanpusiTHE

5000 neBa 10 60 000 eBpo mnm 117 349,80 nea
(paBHOCTOMHOCT B JIeBa MO OUIHATTHUS
kypc Ha BHB — 1,95583 1n1B. 32 1 eBpo) 3a
CPEIHO TPEATIPHSITHE

1. N3mensim 1. 13.2 or VYcnoBuATra 3a KaHIUWJATCTBAaHE 3a MPEJAOCTABAHE Ha
0e3BB3ME3/THH CPEJICTBA, KaTo TEKCTa ,,JIpyro MpuiIoKuMo perieHne’ ce 3ajinuaBa HaBCSIKBJIE,
KBJIETO CE cperia.

I1l. M3mensm 1. 20 or VYcnoBusTa 3a KaHAWAATCTBAaHE 3a IMPEAOCTaBsSHE Ha
0e3BB3ME3/IHU CPEJICTBA, KAKTO CIIEBA:
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,»KpailHUAT CpOK 3a MoJaBaHe Ha MPEJI0KEHUS N0 HacTosIara npouenypa € 16:30
yaca Ha 15.08.2025 r.*.

IV. MUsmensm 1. 1.2. or VYcioBusita 3a U3NBIHEHHWE 3a NPEAOCTAaBIHE Ha
0e3BB3ME3IHU CPEACTBAa MO MpoIeaypa 4Ype3 Moa00p Ha MPeUIoKEeHUs 3a IMOjAKpena 3a
nonoOpsiBaHe Ha KUOEPCUTYPHOCTTa B MAJKUTE W CPEIHU MpEeAnpustus B PemyOimka
bearapus, kakTo ciensa:

,»1.2. IIpaBuia 3a Bb3JlaraHe Ha JeHHOCTH 10 MPOEKTH HA OeHepUIUEeHTH

B npomeca Ha M3NBIHEHWE HA MPOEKTa, OCHEPHUIMEHTHTE Bb3JIarar JECHHOCTHTE IO
Hero no peaa Ha 30I1 u o pena va wi. 208 ot Permament (EC, EBpatom) 2024/2509 nHa
EBponeiickus napmameHnT u Ha ChbBera or 23 centemBpu 2024 romuHa 3a (UHAHCOBHUTE
npaBuJjia, MPUIIOKUMHE 3a o0 Oromker Ha Chro3a (Permament (EC, Eparom) 2024/2509),
KaKTO CJIEJBA!

1.2.1. B cnydaute, korato OeHEDUIIUEHTHT € BB3I0kKUTeN o cMuchia Ha 3011 (ui. 5),
3a Bb3JIaraHe Ha IEMHOCTH 110 MPOEKTa ChIIUAT 3abHDKUTEIHO Npuiiara pasnopeaodure Ha 3011
U aKTOBETE M0 MPUJIATAaHETO MY.

1.2.2. B ciydauTe, korato OeHe(pUIIMEHTHT HE € BB3JIOXKUTEN 10 cMuchia Ha 3011 (u.
5), 3a Bb3JIaraHe Ha ACHHOCTH 110 IPOEKTa CHITUAT Ipuiara peaa Ha wi. 208 ot Pernmament (EC,
EBpartom) 2024/2509, npu cria3BaHe Ha CIETHUTE MPABUIIA 32 Bb3JIaraHe:

[Ipu BB3marane Ha neiinoctu 1o 4i. 208 ot Permament (EC, EBparom) 2024/2509,
OcHe(UIIMEHTUTE CIIeBa /1a TapaHTHpAT CIIa3BAaHETO HA NMPUHIMIIUTE 33 J0OPO CTOMAHCKO
yhpaBieHUE, OMpeessHe PeaTUCTHUYHOCTTa Ha Pa3XOJUTE U OCUTypsiBaHE Ha €(PEeKTHUBHOCT,
e(pUKaCHOCT ¥ MKOHOMHUYHOCT TIPH DPa3XOJBAHETO Ha CPEACTBATAa, KAKTO W CIa3BaHEe Ha
OPUHLIMIIUTE 32 MYOJWYHOCT H MPO3PAaYHOCT, CBOOOAHA W JIOSUIHA KOHKYpEHIHS,
PaBHOIIOCTABEHOCT U HEIOMYCKaHe Ha IUCKPUMHHAIMS TP Pa3X0/ABaHETO Ha CPECTBATA.

A) bene@uuUeHTHT cieaBa Jja HallpaBUd HA3apHO MPOYYBaHe /10 MUHUMYM 2 (1Ba)
JIOCTaBYMKA Ha CTOKH/YCIIYTH, KaTo M3MPaTH ChOOLIEHHE MO eeKTPOHHA MOIIa ¢ MPHIIOKEHH
JOKYMEHTH: TEXHUYECKH M3UCKBAaHUS 33 M3ITBJIHEHHE Ha JOCTaBKaTa/yclyrara; TeXHUYECKO
npemioxkeHue (obpaserr), LEHOBO TMpeaniokeHue (oOpasel), KpUTEpUU 3a OILIEHKa Ha
MoJTydeHUTE opepTH U MPOEKT Ha JOroBop (oOpaserr).

TexHnyecKHuTEe U3MCKBAHNS 32 M3NbJIHEHHE HA JOCTABKATA/ycJayrara cie/sa aa
ca cb0OpazeHu ChC ChOTBETHATA MHBECTUIIMOHHA 00JIacT, mocoueHa B T. 12.1. u nomyctumute
3a (puHaHCUpaHe AeWHOCTH 1o T. 13.2. oT YcinoBusTa 3a KaHAWJATCTBaHE MO MpoLeaypara u
cleqBa Ja BKIIOYBAT MUHUMYM CII€THUTE U3MCKBAHUS:

> beHepunueHTHT  ompenenss  TEXHUYECKUTE  M3UCKBAaHUATa  CHOOPA3HO
MPUIOKUMUTE HOPMAaTUBHU aKTOBE B ChOTBETHATA 00JIaCT, KaTO MpUiiara HsIKOW OT CIeIHUTE
HAYHHH:

1. upe3 mocouBaHe HA PAOOTHHUTE XAPAKTEPUCTHKH MM (DYHKIIMOHATTHUTE U3UCKBAHUS,
BKITIOYMTETHO €KOJOTMYHHTE, KOWTO MO3BOJSBAT TOYHO OIpENEIsTHE Ha MapaMeTpuTe Ha
JIOCTaBKaTa/yciuyrara;

2. 4pe3 MoCcoYBaHe (IOMBJIIHEHO C JYMUTE ,,WJTH €KBUBAJICHTHO/U ) B CIICTHUS Pl Ha!

a) OBJITaPCKH CTAaHAAPTH, KOUTO BHBEXK/IAT €BPONEHCKU CTaHIAPTH;

0) eBpONEHCKN TEXHUYECKH OICHKH;

B) OOIIIM TEXHUYECKH CIIEIU(DUKALINN;

T') MEKIYHApOIHU CTaHIAPTH,

1) ApYTH CTaHAAPTU3ALUOHHHU JOKYMEHTH, YCTAHOBEHH OT €BPOMEHCKU OpraHu
MO CTaHJAPTHU3AIMs, WIA KOTaTO HSAMa TaKkWBa - 4pe3 OBIrapCcKu CTaHIApPTH,
OBITapCKU TEXHUYECKU OJJOOPEHHUSI WK OBJITAPCKH TEXHUYECKU CIIeIUUKAIINH,
OTHACSIIIU C€ J0 M3MOJI3BAHETO HAa CTOKHUTE;
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3. upe3 onpeensHe Ha paOOTHU XapaKTePUCTUKU UM HA (PYHKIMOHAIHU W3UCKBAHUS
Ype3 MOCOUBaHE Ha CreUU(UKAIUH 110 T. 2, TO30BaBAaHETO HA KOUTO C€ IpHUeMa 3a MOCTUTaHe
HAa CBHOTBETCTBUE C M3HCKBAHMATA 3a pPAOOTHUTE XAPAKTEPUCTHKU WM (YHKIUOHAIHU
M3UCKBaHUS;

4. upe3 crneuudUKaMKU MO T. 2 32 YACT OT XapaKTEPUCTUKUTE, a 3a JAPYrd - upe3
MOCOYBAHE HAa PAOOTHHUTE XapaKTEPUCTHKU WU (YHKIIMOHATHUTE U3UCKBAHUS 110 T. 1.

beneunreHTHT MOXKE Ja MMOCTaBH JOMBIHUTEIHU U3UCKBAHUS, KOUTO Ca CBbP3aHU C
npeMeTa Ha J0CTaBKara/yciuyrara U ca MpOoNOpLUUOHATHNA Ha HeifHaTa CTOMHOCT U nenu. Te
MOraT Jia c€ OTHACAT 0 crieu(UYeH Mpolec WK METO/ 3a MPOU3BOACTBO WIH MPEIOCTaBSIHE
Ha JIOCTaBKU WJIH YCIYTH, WK J0 CHEIM(PUYCH MPOIEC Ha JPYT €Tal OT )KU3HEHHS UM [UKBIL.

TexHuyeckuTe M3UCKBaHUS HE TpsOBa Ja HapylIaBaT KOHKYPEHTHHUTE YCIOBHUS H
PaBHOTO TPETUPAHE HA JOCTABYHMIIMTE HA CTOKU/YCIYT'H, Y4aCTBAIX B I1a3apHOTO MPOYYBAHE,
KaKTO U Jla Ch3JlaBa HEOOOCHOBAHM MPEYKHU IMpe] Bb3JIaraHeTo Ha ChOTBETHATA JIEHHOCT 110
IIPOEKTa B YCIOBUTA HA KOHKYPEHLUS.

» llpenmeThT Ha JEWHOCT HAa JOCTAaBYMKA HA CTOKH/YCIIYTH CIIe[[Ba J]a € OTHOCUM KbM
n3bpanara or OeHe(HIIMEHTa MHBECTHUIIMOHHA oOnact, chriiacHo T. 12.1. ot YcnoBusra 3a
KaHJIMJIaTCTBAaHE IO MPOoIIeIypara.

» JloCTaBUMKBT HA CTOKH/YCIIYTH TPsIOBa JJa OCUTYPH JIMIIEH3NOHEH CPOK/TapaHIIMOHEH
CpOK/TapaHIIMOHHA MOJJIPBXKKA Ha MPEJIOCTABCHUTE CTOKH/YCIYrH, HE TMO-KpaThbK OT 12
(mBamamecer) meceria.

TexHMYECKOTO ¥ IIeHOBOTO  MpeIo)KeHWe 32  H3NbJHEHHEe  Ha
JAocTaBKaTa/ycjayrara ce HM3roTBiT mo oOpasen Ha OeHepHIMEHTa W C€ TMpHiIarar KbM

odeptara. Llenure, npeasioxKeHu OT yUaCTHUIIUTE, TPAOBa Aa Ob/IaT MOCOYCHH B JIEBA, 10 BTOPH
3HAaK clie/l JeCeTUYHaTa 3amneTasl.

Kpurtepnu 3a oueHKa Ha NoJy4eHUuTe odepTH

[Ton6opbT Ha momydeHuTe oepTH CileHa a ce€ U3BBPIIM Bb3 OCHOBA HA KPUTEPHIi
32 OlleHKA ,,0NTHMAJHO ChOTHOLIEHHE Ka4YecTBO/IleHa%, ype3 Mpujlarane Ha METOUKa 3a
OlLIEHKa WJIM Bb3 OCHOBA HAa KPHMTEPUH 3a OLIEHKA ,,HAali-HUCKA IeHa“, B 3aBUCHUMOCT OT
n30paHara jgomyctuMa JedHocT 3a (¢uHaHcupaHe mno uin. 13.2. or VYciosusAra 3a
KaHJMJIaTCTBaHE I10 MpoLeaypaTa;

» benepunueHTsT crienBa ga u3depe Hal-u3rogHata odepra 3a M3MBJIHEHHE HA
CIIEIHUTE JOMYCTHMMHU JeHHOCTH 3a (uHaHcupane mo wi. 13.2. ot Ycnosusra 3a
KaHIUIATCTBaHE 110 TMpoIlenypara, BH3 OCHOBA Ha KPUTEpHii 3a oOlleHKa
»ONTHMAJIHO CHbOTHOLIICHHE KAYeCTBO/IIeHA*:

1. Peanmsupane Ha IEHTHP 3a KHOEPCUTYPHOCT Kato ycayra (SoCaaS);

Wzrpaxnane nian Haemane Ha WAF (Web Application Firewall);

Pemenue 3a ciogensiHe Ha ¢aiioBe ¢ KpUNTHPAHA BPB3KA;

laaS — UndpactpykTypa Kato ycnyra,

O6mauno 6a3upano DLP pemenue;

EDR pemenue (Endpoint Detection and Response);

SIEM peuienue;

[Tnardopma 3a pazno3HaBane u nmpeseHus Ha kuoepsarmiaxu (CTI);

XDR pemenne (Extended Detection and Response).

©CoNoOR~WN

MeTtoankara € KaKTO Cle/IBa:
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MaxkcumaJjien OTHocHuTeIHA
Iloxa3areiiu 3a oleHABAaHE N
Opoii ToukH TEKeCT
TII — TexHu4ecKH MOKAa3aTe 50 50%
LTI — IlenoBu moka3artei 50 50%

Ouenka Ha TexHn4yeckus nokasares TII — makcumasien Opoii Touku — 50 1., ce
W3YHUCIISIBA T10 clieHaTa Gopmya:

TIlyyacTHUK
5

Tl yuacrame = TIH1+TH2+TI3+TIH4+TIIS

T =50 X

[lognokazarenure TIII-TIIS ca pa3nuuHm 3a Beska JAOMYyCTUMA JEHHOCT 3a
¢unancupane o wi. 13.2. ot YcnoBusATa 3a KaHIUAATCTBAHE 110 IPOIIETypaTa, KOSTO MOAICKN
Ha OIEHKa Ype3 KpUTepUdl 3a OlEeHKa ,,ONTUMAJIHO CBHOTHOIIEHHE KadecTBO/LieHa™.
JloCcTaBYMKBT HA CTOKW/YCIyTH, KOUTO HE MPUTEKABA/M3IIBIHIBA CHOTBETHHS ITOIIOKA3ATEI
3a oneHka noxydara 0 T., a B ciiyuail 4e MpUTEKaBa/M3MBJIHABA CHOTBETHHSI MOIIOKA3aTEll,
nosy4ana 1 T.

1. Peaniu3upane Ha HeHTHP 3a KHOepcUrypHOCT KaTo ycayra (SoCaaS)

Ne IOAITIOKA3ATEJIN 3A OLIEHKA MAKCHMAJIEH
BPOU TOYKH
TII1 | Hanuune Ha 24/7 MOHUTOPHHT It
LleHTBpBT OCUTYpsIBA AE€HOHOIIHO HAOIIOICHHE.
TII2 | Peanno Bpeme 3a peakuus 1 HUBa Ha SLA It
Omnpenenenu Bpeme 3a peakius npu uauaent (TTR, TTI,
SLA HuBa)
TII3 | BkaouBane Ha SIEM/EDR/Threat Intel It

I/IHTerI/Ipa JIX ApYTryU TCXHOJIOTHH 3a IT'bJIHO ITOKPUTUC

TII4 | Kamanurer 3a pa3cieiBaHe H OTYNTAHe I
AHaNUTUYHU TOKJIA/I1, TOOt cause aHaJIW3H, IPENOPbKU

TIIS | KonpuaeHIHAJTHOCT U MACTO HA JAHHUTE 1T
Kbne ce chxpaHsBaT U Kak c€ KPUNTHPAT KIMCHTCKUTE
aHHN?

2. M3rpaxknane niau naemane Ha WAF (Web Application Firewall)

Ne | MOANOKA3ATEJIN 3A OLIEHKA MAKCHUMAJIEH
BPOM TOUYKHA
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TII1 | O0xBar Ha 3alIUTA 1T
OWASP Top 10, Zero-day 3amuru, rate limiting

TII2 | UHTerpanus ¢ NpuJjioKeHHus It
WuTerpanus ¢ yed copBbpH 1 yeb miaardopmu

TII3 | JlorBaHe M aHAJH3 1T
Hoctsn no log-u, API, SIEM unrerpauus

TII4 | AKTyaau3npaHe Ha CHTHATYPH It
ABTOMAaTHYHU OOHOBJIEHUS Ha MOJUTHKH U IIPaBUIIa

TIIS | YnpaBJiieHue U BUIAMMOCT 1T
GUI, API goctbn, KOHPUTYypaITMOHHU OMIUH

3. Pemienne 3a cnoge/isine Ha ¢aiiyioBe ¢ KpUNTHPAaHA BPb3Ka

Ne HNOAITOKA3ATEJIA 3A OLHEHKA MAKCHUMAJIEH
BPOI TOYKH
TII1 | HuBo Ha KpUNTHpPaHe It
AES-256, TLS 1.2/1.3, end-to-end encryption.
TII2 | KonTpoJ Ha 1ocTbna 1T

Ponesa nonurtuka, 2FA, eTHOKpaTHHA BPB3KH

TII3 | Boaene Ha audit logs It
[IbsiHA UCcTOPHS HA AOCTHIIUTE U JCUCTBUATA

TII4 | XocTHHT M JJOKAIIUS HA JaHHH 1T
JlanauTe xoctBanu u ca B EC?

TIIS | YnpaBieHnue Ha cpoKOBe M pa3pelieHust I
Baminnoct, download orpannyenus, kiacupukanys Ha

daiinose

4. laaS — Uu¢pacTpyKkTypa KaTo yciayra

Ne MOJAIMOKA3ATEJIA 3A OLIEHKA MAKCHUMAJIEH
BPOM TOUYKHA
TII1 | Hagexomoct u SLA 1T

Hannuwme na Tier III/IV, BUcOka HATUYHOCT

TII2 | CurypHocT Ha BUPTyaIHATA HHPPACTPYKTypa 1T.
W3onupane Ha Mpesku, 3alIUTa OT BHHILHY 3aIljIaXu

TII3 | YnpaB/isieMOCT M aBTOMATHU3AIUSA 1T
Wntepoeiic, Terraform/API gocTbIl, aBTOMaTUYHO CKaJIUpaHe

TII4 | UaTerpamusi ¢ 3alIMTHA KOMIIOHEHTH It
Moxe nu na ce nonszsat DLP, EDR, WAF u np.
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TIIS | CboTBeTCTBHE € peryjianuu 1T
GDPR, ISO 27001, nokajieH KOHTPOJI BbPXY JaHHUTE
5. O61auno 6asupano DLP pemenue
Ne HOAITOKA3ATEJIN 3A OLIEHKA MAKCHUMAJIEH
BPOY TOUKU
TII1 | [lokpuTHe HA KAaHAJIHU It
Wmeiin, o01a4Hu yciayru, BbHIIHUA HOCUTEIH, Opay3bp
TII2 | MeToam 3a OTKpUBaHe It
Content inspection, peryispen u3pa3, ML knacudukanus
TII3 | IlomuTHKH 32 IpeAOTBPaTABaHe It
ABTOMAaTHYHU JEHCTBUS IPU HapyLIEeHUE — OJIOK, JIOT, U3BECTHE
TII4 | IlenTpanu3upaHo ynpasJieHUe It
Enunna xoH3051a, posiv 1 npasa
TIIS | CbxpaHeHue H KOH(PUICHIHATIHOCT It
Msicro Ha nannau, kpuntupane, GDPR cboTBeTcTBHE
6. EDR pemenne (Endpoint Detection and Response)
Ne MNOAIOKA3ATEJIU 3A OHEHKA MAKCHUMAJIEH
BPOY TOUKHU
TII1 | [loBenenuecku anaau3 u ML It
OTKpHBa HOBH THIIOBE aTakd, HE CAMO CUTHATYpH
TII2 | Peakuus Ha MHIUIAECHTH 1T
W3onupane, 610kupane, rollback, forensic tools
T3 | Hoaabp:xkann OC It
Windows, macOS, Linux, MoOHITHH ycTpOHCTBa
TII4 | IlenTpasnHo ynpasjieHue It
Kon3ona, norose, u3Bectusi, MOJIUTHKA
TIIS | MaTterpanus ¢ SIEM u SOC It
BBb3MOXKHOCT 32 aBTOMaTHYHO M3BECTSBAHE U TPUAK
7. SIEM pemenne
Ne HOAITOKA3ATEJIHN 3A OLIEHKA MAKCHUMAJIEH
BPOI TOYKH
TII1 | O6xBaT HA cHLOUpPaHe HA TAHHHU It
CBpBBpH, MPEIKOBH YCTPOHCTBA, MPHIIOKeHHS, cloud
TII2 | Kopesanus Ha cbOMTHA I

Brpanenn npaBuia 1 Bb3MOXKHOCT 3a cUStom npasuiia




Hugo Ha koHpuaeHMaHOCT |

[TLP-GREEN]

TII3 | Peanno Bpeme It
Dashboard, alert-u, Hotudukamuu

TII4 | ®opeH3nka U HCTOPUA It
3ama3BaHe Ha JOrOBE, aHAJIU3 110 BpEMeE

TIIS | HoaapbikKKa U pasmIMPsAEMOCT It
[Hoppbkka Ha HOBU U3TOYHUIIM, CKATTUPYEMOCT

8. Ilnardopma 3a pazno3HaBaHe u npeBeHIus Ha kubep3amiaaxu (CTI)

Ne MNOAIIOKA3ATEJIN 3A OHEHKA MAKCHUMAUJIEH
BPOY TOUKU
TII1 | U3rounuuu Ha nH(pOpMaLHUs It
OSINT, dark web, mapTabopcku 6a3u
TII2 | ABTOMaTH4YHA KOpeJauus 1T
Nurerpanus cbc SIEM/EDR 3a peakuust
TII3 | UHAMKATOPH U TAKTHKH 1T.
IoC, TTPs, ceBMectumoctT ¢ MITRE ATT&CK
TII4 | ®opmupaHe HA JOKJIAIH U CbBETH It
ABTOMaTHYHU aHAJIU3H, TPEBAHTUBHH MIPETOPHKU
TIIS | CBoeBpeMeHHOCT U 00XBaT It
Komnko decTo ce 00HOBSIBa 1 KaKbB 00XBaT MOKpUBa?
9. XDR pemenne (Extended Detection and Response)
Ne IHOJAIIOKA3ATEJIN 3A OHEHKA MAKCHUMAJIEH
BPOY TOUKH
TII1 | IlenTpanu3upana BUANMOCT It
Ob6enunenue Ha endpoint, Mpesxa, cloud, identity telemetry
TII2 | ABTOMAaTHYHH OTTOBOPH I
Response playbooks, aBTomatnyHO n30aupane u OIOKHpaHe
TII3 | Uarerpanus csc SIEM, EDR, DLP 1T
CBBMECTUMOCT C APYTU PELIEHUS
TII4 | ML 1 aHajuTHKA It
AHoOMalnu, IOBEICHYECKH aHAJIN3
TIIS | PasmmpsiemocT ¥ ynpasJieHUe 1.
BB3MoxkHOCT 32 1006aBsHE HA HOBH M3TOYHUIIH, CKAIUPYEMOCT

1o cieHaTa popMya:

Imin

In ’

IITI =50 X

Ouenka Ha neHoBusi noxkasaren L{I1 — makcumasien 6poii Touxku — S0 T., ce u3uncIsIBa



HuBo Ha xonbumeHmamHocT 1
[TLP-GREEN]

KBJIETO:
Imin € Half-HICKAaTa LI€HA 32 U3IIBJIHEHNE, [IPEJIOKEHA OT JOCTAaBYUK HA CTOKU/YCIIyTH;

I e mpenokeHa OT OLICHSIBAHMSI IOCTABUMK HA CTOKH/YCIIYTH [IeHA 32 U3ITBITHCHHUE Ha
JIEUHOCTTA.

KoMniekcHaTa oleHKa ce M3YHCIsIBa IO CleaHaTa (bOpMy.TIaI

KO =TII x 0,50 + IIII x 0,50
MaxkcumManzaTa Bb3MOKHA KOMIUIEKCHA OlleHKa € 50 TOUKH.

OdepruTe ce kacupar o CyMapHO HOJTy4eHUs: OpOoil TOUKK OT BCUYKH MTOKa3aTesH 3a
koMmiuiekcHa onenka (KO) — texamuecku moxkaszaren (TII) u menoBu moxazarten (LIIT).
Odeprara, nonyuuna Haii-Bucoka onenka KO, ce kinacupa Ha IbpBO MACTO.

> benepunuentst ciensa ga uszbepe Hal-msrogHara odepra 3a M3MBIHEHHE HA
CIIEIHUTE JOMYCTHUMHU JeMHOCTH 3a (puHaHcupaHe mo wi. 13.2. or YcioBusra 3a
KaHJMIaTCTBAHE 110 MPOLIEAYpaTa, Bb3 OCHOBA HA KPUTEPHIi 32 OLleHKA ,,Hali-HHCKA
HeHa‘“:

Hanrpaxnane/msrpaxaane Ha 2FA 3a ye0 npuinoxeHue;

Buenpsasane na EDR, XDR penienus 3a OTKpuBaHe U pearupaHe Ha 3aIulaxy;

wnN e

Buenpssane na SIEM penienust 3a ynpasiieHue Ha ysI3BUMOCTTA,

4. BaenpsiBaHe/HaArpaXkJaHe Ha CUCTEMa 3a 3allMTa Ha UH(OpPMAIUATA B JIOKAIHA
Mpeska (Harp. 3alllUTHA CTeHa; CUCTeMa 3a pasno3HaBaHe Ha npoousH (IPS));

5. BaenpsBaHe/HaarpaxiaHe Ha cUcTeMa 3a apXMBUpaHe Ha MHpOpManus (Hamp.
aBTOMaTHUYHO apXuBUpaHe Ha MHGOpMANUs OT CbPBbPU/PAOOTHH CTAHIIMHU/MOOUIHU
YCTpOMCTBA; BrpaXkJaHe Ha 3al[uTa OT aTaku OT TUMa "ransomware" u ap.);

6. WMsrpaxxmane Ha 3alIUTEHU KaHAJH 3a MIPeJaBaHe Ha JaHHU MEXy KJIHMESHTH HITH
oducu (VPN cBbp3aHocT);

7. Wsrpaxmane Ha cucTeMa 3a YIpaBJiIeHHE Ha JOCTHIIA,

8. BuenpsBane/HaarpakIaHe Ha CHCTEMa 3a YIpaBJICHHE Ha CHXPAHEHUETO U
criofieNiiHeTo Ha uHpopManuus (Hamp. LEHTPAIM3UPAHO YIpaBJIeHHE Ha JOCThbIIa Ha
CIy’)KUTENuTe A0 UH(OpMAIHs U CIIOJIENSIHETO; HaJMUUe Ha KypHAJIeH 3alluc Ha JieiicTBUATa
Ha notpeburenure (audit log); DLP cucrema; xapayepHu eIeMEHTH, BKIIFOYEHH B MUHUMATHHS
00XBart; CbpBBP 32 CbXpaHEHHE U YIpaBJiIeHUE Ha HHPOpMALUA U JTaHHU U JIp.);

9. Pa3ButHe Ha mpodecHOHATHHS KalalUTeT W OBHUIIaBaHE HAa KBaTH(HUKAIHATA
Ha TIepcoHajia B 00J1acTTa Ha KUOEPCUTYPHOCTTA,

10. TMokyrka Ha ITUICH3U (HapUMep aHTUBHPYCHH, Oa3a qanuu, NextGENFirewall,
CBhPBBPH, CEPTUPUKATH U 1Ip.);

11. Oputu o nHMOPMAIIMOHHA CUTYPHOCT,

12. Ceptuduuupane no ISO 27001;

13. O6yuenus;

14. TIpoBex1aHe HA TECTOBE 32 YSI3BUMOCTH.

beHepuIMEeHTHT Kilachpa Ha MMbPBO MSCTO JOCTaBUYMKA HA CTOKH/YCITYTH, TIPEIOKIIT
Haif-HuCKa 00111a 11eHa 3a U3ITbJIHEHUE Ha ChOTBETHATA JIONyCTUMA 3a (pUHAaHCHpaHe JeHHOCT.



HuBo Ha xonbumeHmamHocT 1
[TLP-GREEN]

*KoraTo 10CTaBUMIIMTE HA CTOKU/YCIYrH HE MOrar Aa ObJaT KJIacupaHu Ipu KpUTepui
3a OLIEHKA ,,0NTHMAIHO ChOTHOLIEHWE KauecTBO/LeHa, Thi KaTO ca MOJY4MJIM €HA U ChIla
KOMIUIEKCHA OLIEHKa IIpU MpuiaraHe Ha METOJMKaTa 3a OLEHKA, WM aKo IPU KPUTEpUH 3a
OLICHKA ,,Hali-HHUCKa IIeHa" Hali-HUCKaTa o0Ila IIeHa ce mpejyiara B JBe WK nosede odeptu,
KJIACHPAHETO Ce M3BBPIIBA Ype3 KpeOuil, Ha KOMTO MOraT Ja MPUCHCTBAT MPEICTABUTENN HA
JOCTaBYUIUTE HA CTOKU/YCIIYTH, KOUTO y4acTBaT B XKpeOus.

b) Cnen monyuyaBane Ha odepTuTe OCHEPHUIMEHTHT CHCTABS MPOTOKOJ, KOWTO
ChIBPKA KOHCTATALMS, Y€ MOTYICHUTE OPEPTUTE OTTOBAPSIT/HE OTTOBAPAT HA TEXHHUUCCKUTE
M3HUCKBaHUS Ha OeHe(UIIMeHTa U MOTHUBH 32 JIONyCKaHe/HeIomycKaHe Ha o(hepTHTE A0 OLEHKA,

ChOOpa3HO MMOCOYCHUSI MO-TOPEe KPUTEPHI 3a OIICHKA Ha O(epTUTE, OIICHKA U KJIacHpaHe Ha
JOITyCHATHTE O(epTH.

B) beneguiueHTsT CckiIouBa HNHCMEH JIOTOBOP C H30paHUs JIOCTaBUMK Ha

CTOKH/yCIyTH, chOOpa3HO MPOEKTa Ha JIOTOBOP, MPUIIOKEH KbM Ma3apHOTO MpoyuBaHe. BbB
BpPb3Ka C M3MBIHEHUETO Ha JOroBopa 3a (UHAHCHpaHe, OCHEPHUIIMEHTUTE HSAMAT MPaBo Ja
CKJIIOYBAT JIOTOBOPH C JIUIA, C KOUTO ca CBbP3aHU MO cMUCHIA Ha § 1. oT JlombIHUTEIHUTE
pasnopendu Ha THProBCcKUs 3aKOH W/WIIK ca 00EKT Ha KOHQIIUKT HAa uHTepecu. B ciyuail ue
KaHAUJATHT PEIIN Ja IPUCTHIHN KbM H3IIBIHEHUE HA JEHHOCTUTE MO MPOEKTA CJIe]l MOJaBaHe
Ha MMPOCKTHOTO MPEUIOKCHHUE U MPEIN CKIFOYBAHE Ha JOTroBOpa 3a (PMHAHCHpaHE, CJe/IBa Ja
ce MMa MpeIBUJl, Y€ aKo MPEUIOKEHUETO HEe Oblie 0JI00peHO 3a (puHAHCHpaHEe, Pa3XOIuTe,
KOUTO Ca HAIllpaBEHU MO OTHOUICHUE HA JCHHOCTUTE, 32 KOUTO € MPUIIOKEHO MPEIBAPUTETHO
U3ObIHEHNE, HIMA A ObIaT Bb3CTaHOBEHHU. .

V. Hoxymentute mo 1. I - IV ga ce myOmukyBaT Ha MHTEpHET CTpaHMIIATa Ha
MHMHUCTEPCTBOTO Ha EJIEeKTPOHHOTO ympaBieHue, B MHdopmanmonHnara cucrema 3a
yrnpasienne u Habmonenue ,,MICYH 2020 https://umis2020.government.bg/, xakto u Ha
[Moprana 3a ¢unancupane u obmecrBenu nopbuku Ha EC https://ec.europa.eu/info/funding-
tenders/opportunities/portal/screen/home.

VI. KOHTpOJIa IO U3BII'BJIHECHUCTO HA HACTOAIIAaTa 3al10BE/] II€ OCHIUICCTBABAM JIMYHO.

HaCTOﬂHIaTa 3arnoBea Jga C¢€ CBEAC [0 3HAHUMCTO Ha TJIAaBHUA CCKpPETAp Ha
MHUHHCTEPCTBOTO HA €IEKTPOHHOTO YIIPABJICHUE, HA TUPEKTOPUTE HA TUpeKus ,,MpexoBa n
uH(pOPMaIllMOHHA CUTYpHOCT®, mupekius ,[IpaBHU AEHHOCTH M OOIIECTBEHU MOPBUKU,
qupeknus ,,Bpb3ku ¢ 00IIecTBEHOCTTa M MPOTOKON, nupekuus ,,ODuHaHCH U AUpEKIUs
,,A,Z[MI/IHI/ICTpaTI/IBHO OGCJ’Iy)KBaHC“ B MI/IHI/ICTepCTBOTO Ha CJICKTPOHHOTO YIIPABJICHUEC, YPC3
CJICKTPOHHATA ACJIOBOJHA CUCTEMA, 3a CBCACHHUC U U3IIbJIHCHUC.

Va|entin Digitally signed by

Valentin Atanasov

Atanasov  Mundrov
Date: 2025.07.16
Mundrov  19:1323 +0300

BAJIEHTUH MYH/IPOB
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